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1	Decision/action requested
This contribution discusses a new solution for the SoR using existing ETSI Secure Packet protocol
2	References
[1]	S3-181503 - Living Document: Security of PLMN/RAT selection policies for roaming. 
[2]	ETSI TS 102 225 V12.1.0: "Smart Cards; Secured packet structure for UICC based applications."
3	Rationale
The steering of UE in VPLMN allows the HPLMN to deliver the list of preferred PLMN/access technology combinations at the UE via NAS signaling. The HPLMN delivers this list to the UE as part of the Network Steering information.
Existing solution 6 in [1], proposes to use Registration Accept message to deliver the list of preferred PLMN/access technology combinations. Integrity protection is done by adding MAC of SoR information using KAUSF.  It also claims that solution can add optional confidentiality protection using KAUSF.  ME verifies the authenticity of the SoR packer by verifying the integrity and confidentially of the packet. Processing of the SoR information is done in ME. 
Figure 1 shows the security association for PLMN steering information for Solution 6 in [1].
Observation 1: Security Association for PLMN List in Solution 6 is between ME and HPLMN (AUSF/SEAF).   ME checks the integrity of steering packet and forwards the list to UICC for storage.  


Figure 1: General Flow and Security Association for Solution 6 in [1].
CT1 CR C1-182813 Updated the procedure for steering of roaming during the registration, to use the REGISTRATION ACCEPT message to piggyback SOR information and thus avoid the use of authentication procedure based on SA3 feedback. 
CT1 Solution also has following editor note about the Application packet that will carry the PLMN List/Access Information.
“Editor's note: The list of preferred PLMN/access technology combinations provided by HPLMN to VPLMN can be a secured packet(e.g., based on ETSI TS 102 225 V12.1.0: "Smart Cards; Secured packet structure for UICC based applications") or a plain non secured packet. It has to be decided by SA3, CT1 will align this aspect after SA3 defines the security mechanism.”
Observation 2: ETSI provides a secure packet protocol between UICC applications using operator-controlled parameters.  ETSI Secure Packet protocol can be used to send The list of preferred PLMN/access technology combinations information for SoR.
The solution in S3-181703 proposes to use the ETSI Secure packet as payload to Registration Accept message to send the list of preferred PLMN/access technology combinations. The authenticity of the SoR packet is checked in UICC. Upon receiving the Registration Accept, the ME first verifies the integrity of the Registration Accept message (using the NAS integrity key as per the existing procedures in TS 33.501). If the verification is successful, and the UE is preconfigured by the HPLMN for SoR, the ME then passes the secure steering information to UICC.  UICC checks for the integrity of the secure steering information. If the check is successful, then PLMN selection list is updated in UICC. The ME updates its PLMN/RAT network selection list with UICC’s updated list and performs PLMN selection procedure using the updated selection list. 
 If secure steering information is not present in registration accept message, then ME performs PLMN selection with current serving PLMN considered the lowest priority PLMN.
Figure 2 shows the security association for PLMN steering information for Solution proposed in  S3-181703. 


Figure 2:  General Flow and Security Association for SoR using ETSI Secure Packet.
Observation 3: Security Association for Solution proposed in S3-181703 is between UICC and UDM/entity that provides ETSI secure packet with Steering Information. UICC performs integrity check for ETSI Secure Packet and updates the list upon successful verification. 
Observation 4: Solution proposed in S3-181703 has minimal effect on core network as ETSI Secure packet is transparently delivered to UICC from Home operator. 
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4	Detailed proposal
 We propose that SA3 adopt the Solution in S3-181703 as the basis for developing the normative specification for Rel-15 TS 33.501 and inform CT1 of SA3 decision on the security solution for SoR during UE registration.
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